1/9 



USER INPUT DEVICE 






i 



SEND USER NAME 
AND PASSWORD 



ROLE/INSTITUTION 
SELECTION 



RETURN SELEaED ROLE 
AND INSTITUTION 

IQ 



SEND AVAILABLE ROLES 
AND INSTITUTIONS 



CUENT 
SYSTEM 
IS 



SECURITY PROCESSOR 
1 



APPLICATION SERVER 
2 



MEMORY 
1 



SEND UST OF 
AVAILABLE APPUCATION 
OBJECTS 

11 



MAIN 
APPUCATION 
J2 



SEND APPUCATION 
OBJECTS 

AND INSTITUTION 



RETURN SUBMENU & 
SEQUENCE UST 
XL 



IP 



UNK PROCESSOR 



APPLICATION 
OBJECT 
11 



IDENT2Q 



APPUCATION 
OBJECT 
14 



IDENTli 



APPLICATION 
OBJECT 



IDENT22 



SEND APPUCATION AND INSTITUTION 
RETURN SUBMENU & SEQUENCED UST 
22 



RETURN DOCUMENT 
ADDRESS 
SEQUENCE NO. & 
MENU LABEL 

24 



MAP iS 




UNK(S)2i 





VIEWER 



DOCUMENT 
REPOSITORY 
46 



Fog. H 



> 
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Laboratoiy User Defined Table for Security Scenario Definitions 



BLE' 



ACCESS SCENARIO ID 



SECURITY SCENARIO DESCRIPTION 



ffl 



1 



AHSUPV Ifi 



AH SUPERVISOR 



BHSUPV 52 



BH SUPERVISOR 



CLERK A M 



CLERK/PHLEBOTOMIST HOSPITAL A 



"I ' 



CLERK B 31 



CLERK/PHLEBOTOMIST HOSPTIAL B 



CLERK C 32 



CLERK PHLEBOTGMIST HOSPITAL C 



PLEBAH 33 



PHLEBOTOMIST- AH 



POCAH 



POINfT OF CARE RN-AH 



POCBH 



POINT OF CARE RN-BH 



POCCH 



POm OF CARE RN-CH 



SYSADMIN 



SYSTEM ADMINISTRATOR 



TECHA1 



42 



TECHNICIAN HOSPITAL A 



ill:] 

i 



TECHA2 



TECHNICIAN HOSPITAL A WITH MICRO AND CELL CENTER 



TECH AH 



TECH- AH 



TECHB 



TECHNICIAN HOSPFTAL B 



Record 



lg|l|i*l*ofl4 



,. ...... 



30 



Fig. 2 
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Laboratory User Defined Table for Related Institutions 




Security Scenario: 



Institution 


Default 




m AH 3£ 


AH SUPERVISOR 






BH 3Z 


BH SUPERVISOR 






CH 3fi 


POINT OF CARE RN - CH 






POC 3a 


SYSTEM ADMINISTRATOR 




* 









jp 

IB 



i 



Record 




Fig. 3 
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Laboratory User Defined Table for Security Actions Definitions 



-LffJX 



Access Scenario: TECHAl 42 



Record P 





Action 


Institution 


Default 


m OSAVE 




AH 




DEFAULT 




OSAVE 'M 


BH 








OSAVE 




CH 








POE 11 


AH 


DEFAULT 




FOE !M 


BH 


nor- 






ROE 1^ 


CH |lf 






PT g 


AH 




DEFAULT 




PT M IS 


BH 








PT Ik 


CH 1^ 






Fig. 4 
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Laboratory User Defined Table for Security Actions Definitions 




1 Access Scenario 


Default 


inl AHSUPVlfi 




DEFAULT 




BHSUPV52 








CLERKAM 








CLERKB21 








CLERKCa2 IS 






PHLEBAHSa IS 






POCAH lii 






POCAH itT- 






POCAH m 





Record iWiWM * of 1 1 



Fig. 5 
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Scenario Selection 



LABORATORY 
INFORMATION SYSTEM 



Please select an access scenario 



-50 



AHSUPVlfl 


1^1 


BHSUPV52 




CLERK AM 


1 


CLERK B 31 




CLERK C 32 




PHLEBAH33 




POCAH 





Fig. 6 
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User 

Document 
Label 
17 


File Address 
23 


Application 
Object 


Sequence 
28 


Institution 


Active 
27 


Description 


Test 

Procedures - 
Main Index 

25 


//rin/procedures/ 
malnjndex.html 


TESTS 


100 




ACTV 




Chemistry 
Procedures 

25 


//rin/lab/procedures/ 
hemajndex.html 


TESTS 


200 




ACTV 




Microbiology 
Procedures 

25 


//rin/lab/procedures/ 
micro_index.html 


TESTS 


200 




ACTV 




Hematology 
Procedures 


//rin/lab/procedures/ 
hema_index,html 


TESTS 


200 




ACTV 




Phlebotomy 
Procedures - 
AH 


//hospah/lab/procedures 

/ 

phleb_index.html 


POE; 
SPCMN 


300 


AH 

26 


ACTV 


AH - specific 

collection 

procedures 


Phlebotomy 
Procedures - 
BH 


//hospbh/lab/procedures 

/ 

phleb_index.html 


POE; 
SPCMN 


300 


BH 


ACTV 


BH - specific 

collection 

procedures 


Phlebotomy 
Procedures - 
CH 


//hospch/lab/procedures 

/ 

phleb_index.html 


POE; 
SPCMN 


300 


CH 


ACTV 


CH - specific 

collection 

procedures 


Critical 

Escalation 

Process 


//rin/lab/legal/ 

escalation_ 

procedure.html 




1 




ACTV 




Chemistry 
Instrument 
Support 


http://www.chemistry_ 
vendor.com/support 


TESTS 


500 




ACTV 





Fig. 7 
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Document Links Definitions 



User Document Label 



Test Procedures - Main Index 



File Address: 



I \\data5\labdvlp\Doc link\Procedures Masierindex.hlm 



Object Mnemonic: 



:auditrpt 


2a 


Audit Report 


n 




icu^oi 


21 


Custom Report 1 






lcusro2 


22 


Custom Report 2 


IS 


Irl 


:CUST03 




Custom Report 3 






ICUST04 




Custom Report 4 






CUSTOS 




Custom Report 5 






:CUST06 




Custom Report 6 




IP 


ICUST07 




Custom Report 7 




:CUST08 




Custom Report 8 







Sequence: 



100 



Institution: 



Active: 
ACTV 



-70 



Fig. 8 



Menus for SUPERVISOR 




CLE 



CLE 



PLE 



gl!pw"td' IJsIe; Help > 
& .Hospiiai>A;Procediires3^ 



CLERK/PHLEBOTOMIST HOSPITAL A 



CLERK/PHLEBOTOMIST HOSPTIAL B 



CLERK PHLEBOTOMIST HOSPrTAL C 



1 P- 



- C^ical.Esc^alic^^^^ess^g^^ 



/ POCCHK 1 A 
56 58 54 



POINT OF CARE RN - OH 



57 




Fig. 9 



Fig. 10 



Specimen Identification View 




007 0000] 



Call Request 



Specimen ID 



007.00001 



007.00001 



Sample ID 



ETTYLE 



87 



87 



RBC 



61 



64 60 



Fig. 11 



